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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 14 MARKS.
	1.
	a)
	What is the difference between passive attacks and active attacks?
	[7M]

	
	b)
	Define Confidentiality, Authentication, Integrity, Non-repudiation, access Control and Availability?
	[7M]

	
	
	
	

	2.
	a)
	Perform encryption and decryption using RSA Algorithm. For the following.

P=7; q=11; e=17; M=8.
	[7M]

	
	b)
	Explain AES Algorithm in detail.
	[7M]

	
	
	
	

	3.
	a)
	What is the purpose of the Kerberos authentication server? 
	[7M]

	
	b)
	Explain Secure Hash functions?
	[7M]

	
	
	
	

	4.
	a)
	How does PGP provide confidentiality and authentication service for e-mail and file storage applications? Draw the block diagram and explain its components.
	[7M]

	
	b)
	Write Short notes on S/MIME.
	[7M]

	
	
	
	

	5.
	a)
	What is the difference between Connection and Session?
	[7M]

	
	b)
	Explain SSL record protocol with operation (diagram)?
	[7M]

	
	
	
	

	6.
	a)
	Explain various types of intrusion detection methods?
	[7M]

	
	b)
	Explain various types of viruses and antivirus approaches?
	[7M]

	
	
	
	

	7.
	a)
	Explain briefly about a model for network security.
	[7M]

	
	b)
	Differentiate between symmetric and asymmetric key cryptography.
	[7M]

	
	
	
	

	8.
	a)
	Explain the block cipher modes of operation in brief.
	[7M]

	
	b)
	Write the algorithm of Diffie-Hellman.
	[7M]
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